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One example, mentioned above, is the one-time code book. The code is only used once. and
with such a small data-set there is no chance to break it. Certain entangled-particle quantum
encryption schemes also rely on specific physical properties to prevent an outside source from
reading the message. But even these "foolproof" methods can be subverted by user error. A
lazy agent may re-use one of the "one-time only" code books. providing an opportunity for the
eavesdroppers. Internal leaks can also provide vital clues for opening up codes. releasing
critical information to enemy agents

One-time pads are one of the most common means of secret communication, due to their high
inherent security. Security agencies must produce hundreds of thousands of one-time use pads
for their field agents, and the interception of enough such messages allows the competing
decryption agency to attempt to determine the computer algorithm used to generate the pads.
This process is greatly aided when they have some idea what the messages are about (ship
movement, economic data, etc.) so that some terms can be assigned specific meanings and the
computer can start matching those terms to determine how the randomizer operates.

All codes suffer from the problem that they can only convey information for which there are
pre-assigned codes. This is fine for field agents giving short reports on known subjects (all the
proper terms and probable situations can be given coded terms). but it is useless for data
streams. Much of what is communicated is not simply text, but rather images. computer-
commands, sensor data. and other electronic messages. Ciphers are used for these. The
cipher takes the numeric stream of data and puts it through a mathematical algorithm to
conceal its original form. These algorithms are often based around large prime numbers.
which can be very difficult to crack.

Any mathematical cipher above difficulty 3 requires a computer to assist in the code breaking.
While it would be theoretically possible to break such a code "by hand." it would take much
longer than the times listed. Note that simply having a computer is not enough, you must also
have appropriate code-cracking software, which may be restricted (illegal) by some
governments. Exceptionally difficult ciphers (difficulties above 5) require massive computing
capacity to crack, and may also require specialized hardware. For example. an encrypted
transmission may need special gear to be intercepted, even before the mathematical
processing can begin.
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A very powerful tool in cracking codes and ciphers is context. Context is relational
information about the intercepted data that narrows its possible meanings. simplifying the
process of cracking. For example, if you intercepted a coded transmission. and you knew
from other sources that the message was destined for the Third Extra-Solar Defense Fleet and
the orders probably pertained to their operational deployment, those clues could be used to
assist in breaking the code. Having a large data-file for a single code is also very helpful. It is
easier to translate a new language if you have many volumes of books than if you have a small
scrap of paper with a few mysterious words. And it is much easier to translate a new language
if you happen to find a dictionary. or better yet an illuminated encyclopaedia, that can be used
to determine the meaning of individual words.

Many governments and large economic organizations are constantly working on code and
cipher breaking, even on very old data. It is sometimes possible with information gained
years later to crack an old code, and that message may still contain relevant information.
There is also the possibility that codes might be re-used. so examples of old code are kept on
hand for comparison studies.
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Breaking codes and ciphers is very different from computer hacking. Hacking requires
Inowing the structure and function of the hardware and software used by your opponent, so
that you can find a flaw or loophole that can be exploited for entry. Computer hacking might
be required to break into a secure communications channel o eavesdrop on communications.
but if those communications are encrypted a second and separate task of code or cipher
breaking will be required. Even species with relatively poor computer security can make and
use very high-quality codes and ciphers. For additional security, the computers that contain
the "keys" to decrypting the messages are kept isolated from the main computer network. A
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computer. and physical security is usually quite easy to provide compared to good electronic
security.

LEGAL COVER

Low level codes (difficulty 2-4) are sometimes used to provide legal cover, rather than for the
sure protection of the information contained. Any third party that gains access to the
information must have decrypted it. thus proving criminal intent in some legal systems. If the
same message was broadcast "in the clear" (with no encryption) then a third party could claim
to have accidentally intercepted and read the message.





GAME MECHANICS

Most professional cryptologists can take a quick look at a new encryption scheme and make a rough estimate of how difficult it will be to crack.  They review the code or cipher (taking only a few seconds for simple systems, and hours for complex and difficult problems) and make a roll using their INT or WITS plus their relevant skill (Cryptography, Linguistics, or Anthro/Archaeo).  If they are successful, they can accurately predict the complexity of the system and the approximate time required to crack it.  If they fail their roll, they may have no idea how to decipher, or only a vague idea of how long it may take.  If they should botch their roll, the GM can provide misleading information about the projected difficulty, with the degree of error being proportional to the amount of botches they rolled.

More often then not, breaking codes requires multiple successes on extended rolls.

Example Difficulties

Difficulty
Context / Example

10

Tiny fragment of message; new alien language; best ciphers devised

9

Short intercept, only example of that code/cipher; secure military



messages

8

Multiple messages, but little or no context; new language of known



species; secure corporate communications

7

Multiple messages, some context (for example, knowing that all the



messages pertain to ship movements); everyday military or corporate  



messages and ciphers

6-5

Message with known correlation to activity (for example, intercepted



message to a ship, which then undertook complicated maneuvers



presumably discussed in the message); a very large set of data without



context; complex letter substitution; secure private codes (typical



publicly-available security protocols

4 -

Message with near equivalent of a Rosetta Stone; simple letter 



substitution

Example modifiers to difficulty or dice pool enhancements

Effect


Source

-1 difficulty

Computer w/decryption software

-2 difficulty

Specialized anti-espionage programs/equipment

-3 difficulty

Major cryptography facility (comparable to U.S. NSA)

+1 die


Access to hand-held computer

+2 dice


Access to large computer (console or spaceship computer)

